Medical Image Watermarking has been considered as an appropriate method for enhancing the data security and content verification in medical science. For the purpose of achieving better security it is recommended to hide the data in the medical image itself that will improve the reliability of medical information system. In our paper, the work is divided in two main stages, first of all image is divided into two parts: Region of Interest that is defined as informational part of image and Region of Non Interest that is defined as noninformational part. In our work we have used Region of Non Interest to hide the data so that the informational part of the image kept safe. Watermark is encrypted by using RSA. A Discrete Wavelet Transform based approach is used for embedding the encrypted data in Region of Non Interest part of image for enhancing data security. The experimental result shows that watermark embedded by the proposed algorithm provides better security and can survive successfully under different attacks.
I. INTRODUCTION
The need of sharing secret messages in distributed communication increase the use of data embedding methods into multimedia documents like images, text files, audio files, video etc. The hiding process is not as simple as it sounds, a message can be hidden in cover document if the content of the document has high redundancy. One of the techniques for hiding data is called watermarking [13] . Watermarking is the process of embedding a special kind of data into media, which may be image, audio and video. This special kind of data known as watermark that can be extracted later and used for supporting copyright protection, ownership verification and covert communication. Watermarking is an antique technique but digital technology give it a new direction so that it can hide information in digital images and signals in such a way that data can be safely transferred over channel and not perceived by other unsuspecting users [12] . During the last few years as advancements in information and communication technologies are growing rapidly, medical data management systems have changed immensely. Advancements in medical information system is changing the way patient records are stored, accessed and distributed. The integrity of the records such as medical images, patient text records etc. needs to be protected from unauthorized modification or destruction of information on the medical images [3] .
Initially, data encryption is being used on the Internet to protect sensitive data during transmission. It is also being used to protect medical images in the form of digital signature. The problem with digital signature is that it needs to be transmitted together with the image in a separate file or in the image header. There is also a risk of losing the signature during transmission. The signature will also be lost if the image file is converted to another format that does not allow headers. Data embedding is where related information such as digital signature or any other information can be inserted into the medical images as a watermark.
There are three objectives of using watermark for medical images:- Data hiding, way to hide the information to make it more secure.  Integrity control prevents the image from being modified by unauthorized user.  Authentication, verifies that the image is really what the user suppose it is.
The watermark has been embedded into the medical image to provide more authenticity and integrity. Then RONI and ROI [1] concept is used that provides more security because it hides the message in the background part (RONI) by keeping the informational part (ROI) secure. First of all, the ROI and NROI part is separated. The information is watermarked by using various watermarking techniques like DWT, IWT. Then, the watermarked information is embedded into the NROI part of the medical image. The process is to be done make the information more secure, authentic and keeping the main information part secure [6] . Various approaches have been proposed that uses ROI with different techniques.
In this paper, we propose a new reliable method by hiding the encrypted watermark in the RONI part of the medical image using DWT approach. In section II Literature Review is discussed and in section III Methodology is discussed. The proposed algorithm and [2] proposed a novel model in conceptual form whereby medical image regions are watermarked differently so that perceptual degradation due to watermarking is limited in 2005. Results on MR and CT images demonstrate that less visually sensitive areas on images can be watermarked using more robust techniques.
In the year 2005, A. J. Maeder [3] described an approach to ensure that impact on the image quality is well below the threshold of visual perceptibility. The principles on which this approach rests are the choice of a suitably light payload, and the use of different watermarking methods and parameters for different medical image types.
M. Kallel performed a work Medical Image Watermarking Scheme for preserving the image history [4] that presents a multiple watermarking application in spatial domain to preserve the historic of the medical image by embedding medical diagnosis. N. A. Memon proposed the scheme embeds robust watermark in region of non interest (RONI) for achieving security and confidentiality in 2009 [5] . The image visual quality as well as tamper localization has been evaluated. Author have used weighted peak signal to noise ratio (WPSNR) for measuring image quality after watermarking.
In Year 2010, M. K. Kundu performed a work "Lossless ROI Medical Image Watermarking Technique with Enhanced Security and High Payload Embedding". In this article, a new fragile, blind, high payload capacity, ROI (Region of Interest) preserving Medical image watermarking (MIW) technique in the spatial domain for gray-scale medical images is proposed [6] . Article presents a watermarking scheme that combines lossless data compression and encryption technique in application to medical images.
N. V. Dharwadkar [7] presented a reversible (distortion free), fragile, spatial domain watermarking scheme for medical images. The proposed scheme uses the second mode of operation which extracts the watermark from the unaltered pixel components of image. The scheme is robust to different types of attacks. The fragility and robustness of the scheme is analyzed considering different types of image processing attacks.
In the year 2010, R.Velumani [8] presented a reversible blind watermarking scheme to watermark a medical image with the patient"s photograph in an invisible manner such that it is available to the respective physician only on extraction with a key.
B. W. T. Agung [9] performed a work, "Medical Image Watermarking with Tamper Detection and Recovery Using Reversible Watermarking with LSB Modification and Run Length Encoding (RLE) Compression". This paper will study and test a watermarking scheme using LSB Modification to perform tamper detection and recovery in the ROI. To make this watermarking scheme reversible, RLE is used to embed the original LSBs in the RONI to get higher embedding capacity. As the embedding capacity is high but there are some security related problems.
Y. Liu [10] , proposed a robust watermarking algorithm for medical image authentication and protection. The scheme obtains the visual feature vectors of the medical image using DWT-DCT. The watermarking image is encrypted by Logistic Map to strengthen its security. By using the DWT-DCT concept, more security is achieved but there are some problems related to the performance.
Prabakaran proposed a viable steganography technique using Integer Wavelet Transform (IWT) [11] to protect the MRI medical image into a single container image. The container image was taken and flip left was applied and the dummy container image was obtained. It is observed that the quality parameters are improved with acceptable PSNR compared to the existing algorithms.
All the above cited techniques that have been reviewed have some problems related to security; performance etc. so to overcome these problems we have proposed a new technique that provides more security; better performance relative to the above cited techniques.
III. METHODOLOGY

A. Pre-processing
First of all the medical image is loaded. The loaded medical image is DICOM. DICOM [10] images define the format for medical images that can be exchanged with the data and quality necessary for the clinic use. Image Enhancement is done on loaded medical image. And then, subtraction is applied by subtracting the original image from the negative image for the separation of ROI and RONI. Original image is the loaded medical image. Negative image is obtained by subtracting the medical image from 255. After that, thresholding is done to find the high intensity areas where we want to hide the data. High intensity areas can be found by assigning the min and max weight. We will hide the encrypted data in the high intensity areas. To hide the encrypted data in the high intensity areas make the informational part secure.
B. Watermark Encryption
To provide secure watermarking first of all the watermark is encrypted by RSA [3] . The purpose of using RSA is that it is more secure, easy to understand, easy to implement and modify. Two types of keys are used in RSA [14] : First key is public for encryption and second key is private for decryption. RSA is a secure encryption technique as it uses the concept of private key for decrypting the encrypted data. 
Algorithm for Encryption:
Step 1: Firstly choose two large prime numbers. Let the prime numbers be P and Q. The prime are the numbers that are divisible by 1 and itself.
Step 2: Then, N is computed by N=P*Q.
Step 3: Choose the encryption key E which is public key such that it is not a factor of (P-1)*(Q-1). RSA algorithm uses two keys. For encryption public key is used.
Step 4: Calculate the Cipher Text (CT) from Plain Text (PT) such that CT = PT E mod N.
Encryption is done by using the public key.
Algorithm for Decryption:
Step 1: For decryption choose the decryption key D which is private key such that the following equation is true:
Step 2: Calculate the Plain Text (PT) from Cipher Text (CT) such that PT = CT D mod N.
And decryption will be done using the private key.
C. DWT (Discrete Wavelet Transform)
The frequency domain transform that we have applied in our paper is Haar DWT. There are two operations for 2D Haar DWT: One is the horizontal and other is the vertical [10] . There are two operations related to these operations:
Step 1: First of all pixels are scanned from left to right in horizontal direction. Then, the addition and subtraction operations are performed on the neighboring pixels. The sum is stored on the left and difference is stored on the right as shown in Fig. 2 Repeat this operation until all the rows are processed. The sum of the pixels represents the low (L) frequency part while difference represents the high (H) frequency part of the original image. As the pixels are divided into low and high frequency part then next task is to divide them into LL, LH, HL, HH sub-bands such that we can hide the information in only high frequency parts.
Step 2: Secondly, the pixels are scanned from top to bottom in vertical direction. Then, the addition and subtraction operations are performed on the neighboring pixels. The sum is stored on the top and difference is stored on the bottom as shown in Steps for Watermark Embedding using DWT: There are some steps to be followed for embedding the watermark using DWT [15] and that are presented in Fig. 4 . Inverse DWT is used to round off the values. Pseudo number is generated to modify the detailed coefficients like horizontal and vertical coefficients of wavelet decomposition by adding Pn when message bit = 0. Steps for Watermark Extraction using DWT: There are some steps to be followed for extracting the watermark using DWT and that are as follows: The correlation between the modified and original coefficients is found and then message vector bit is turned to 0 if the correlation value is greater than mean correlation value.
IV. PROPOSED ALGORITHM
The proposed algorithm is to design a RONI medical image watermarking by using RSA and DWT. It provides a two-way security by encrypting the watermark and then applying DWT. First of all medical image is loaded. Then image enhancement will be done. After that subtraction and thresholding will be applied to separate ROI and NROI and to find the high intensity areas. The watermark is encrypted and then embedded using DWT and then recovery will be performed.
A. Algorithm for Watermark Embedding (CImage, himage) /* CImage is the cover dicom image and himage is the object that is to hide in cover image*/
Step 1: Load the medical image and perform image enhancement on it. Image enhancement is done by using function histogram equalization.
Step 2: Separate the Background and foreground by performing area subtraction.
Step 3: Identify High intensity foreground area as ROI cover area.
Step 4: himage = RSAEncode(himage). Encryption of the secret message is done using RSA.
Step 5: Cover image is analysed under min-max intensity analysis approach.
Step 6: Analyse the image pixels based on weighted values respective to global best and local best intensities.
Step 7: Shift the pixels in global best or local best areas based on intensity analysis.
Step 8: Identify high intensity gbest area as the main cover ROI.
Step 9: For i=1 to length (himage) [Read the hide image data to perform data hiding in cover ROI].
Step 10: Perform Block wise Wavelet Decomposition over the image.
Step 11: Use the diagonal coefficient vector to take the decision about data storage.
Step 12: Identify High Intensity Diagonal coefficient Area to store 0.
Step 13: Identify Low Intensity Diagonal coefficient Area to store 1.
Step 14: Perform Inverse Wavelet Decomposition over Image and EImage is generated.
Step 15: Return EImage.
B. Algorithm for Watermark Extraction (EImage, himage) /*
EImage is the Embedded dicom image and himage is the object that is to hide in cover image*/
Step 1: Analyse the Eimage under min-max intensity analysis approach.
Step 2: Analyse the image pixels based on weighted values respective to global best and local best intensities.
Step 3: Shift the pixels in global best or local best areas based on intensity analysis.
Step 4: Identify High intensity gbest area as the main cover ROI
Step 5: For i=1 to length (himage). [Read the hide image data to perform data hiding in cover ROI].
Step 6: Perform Block wise Wavelet Decomposition over the image.
Step 7: Identify diagonal coefficient vector to take the decision about hidden info area.
Step 8: If high intensity area found extract 0 and store in simage.
Step 9: If low intensity area found Extract 1 and store in simage.
Step Step 11: simage=RSADec(simage). [Decode the hide object using RSA cryptography]
Step 12: Return simage. The performance of the proposed method can be evaluated by using Matlab R2010a and 7.10 versions. In our experiment we have tested 15 medical images (512 X 512). Let us take one example in which we have one medical image 1.jpeg, the watermark to be hidden is encrypted by RSA. The watermarked image is attacked and recovered. Similarly as above example various images have been tested and analysed.
A. Statistical Analysis
The experimental results that we have obtained are subjected to various statistical techniques to evaluate the performance. The parameters used are as: MSE: Mean Square Error (MSE) is defined as mean squared distance between the cover image and the watermarked image.
Aij means the pixel value at position (i, j) in the cover image and bij means the pixel at same position in the corresponding watermarked image.
PSNR:
The quality of the image can be determined by PSNR value (Peak Signal to Noise Ratio).
(3)
Higher the PSNR value higher will be the quality of the image.
BCR:
The correlation between the embedded and extracted watermarks measured by Bit Correct Rate (BCR). NCC: Normalized Cross Correlation (NCC) used as a measure for calculating the degree of similarity between two images [11] .
Thus NCC is used as a similarity measure to measure the degree of similarity. Higher the value of NCC gives better result.
SR: A Comparison between extracted watermark and original watermark can be done by computing the
Similarity Ratio (SR) between the two patterns as defined in equation 5 which is the metric used for identifying robustness of the watermarking process [12] . (6) Where "S" denotes number of matching pixels and "D" denotes number of different pixel values.
Copyright © 2014 MECS I.J. Modern Education and Computer Science, 2014, 10, 40-48 SSIM: SSIM is ideal for testing for similarities in medical images because it focuses on local rather than global image similarity. SSIM performs a luminance comparison (LC), contrast comparison (CC), and structure comparison (SC) between two image regions. The structural similarity of two images regions R x and R y which are on images x and y respectively, is given by (7) Where and are used to weight the importance of each of the three components. In the perceptual model used in the experiments presented in this article, each of the three SSIM components was weighted equally i.e.
. SSIM values > 0.95 are typically regarded as visually imperceptible for the parameter choices indicated. Four watermarked medical images are taken (1.jpeg, 2.jpeg, 3.jpeg, 4.jpeg). The performance of the proposed algorithm (DWT with RST) and existing algorithm (IWT with AT) is evaluated and compared by using parameters like MSE, PSNR, BCR, NCC, SR and SSIM as shown in Table I . The graphical representation of results is shown as: It is observed that PSNR values of proposed algorithm (DWT with RST) is more than the existing algorithm (IWT with AT). More the value of PSNR gives better result. Fig. 9 shows the comparison of proposed and existing algorithm according to PSNR values of 4 images. 10 shows the comparison of proposed and existing algorithm according to BCR values of 4 images. It is observed that BCR values of proposed algorithm (DWT with RST) is more than the existing algorithm (IWT with AT). More the value of BCR gives better result. It is observed that NCC values of proposed algorithm (DWT with RST) is more than the existing algorithm (IWT with AT). More the value of NCC gives better result. Fig. 11 shows the comparison of proposed and existing algorithm according to NCC values of 4 images. It is observed that SSIM values of proposed algorithm (DWT with RST) is more than the existing algorithm (IWT with AT). More the value of SSIM gives better result. Fig. 13 shows the comparison of proposed and existing algorithm according to SSIM values of 4 images.
B. Results and Discussions
BCR (%)
Images
IWT with AT
DWT with RST
From the above analysis it is perceived that the proposed technique (DWT with RST) is better than existing technique (IWT with AT) in all parameters MSE, PSNR, BCR, NCC, SR, SSIM. The proposed technique is an improvement over existing technique.
The watermarked image is subjected to distortions like salt and pepper noise, Gaussian noise attack, image adjustment, scaling, rotation. Median filtering and linear filtering has been applied on the watermarked image. The imperceptibility and robustness of watermark has been evaluated and the assessment of the parameters (PSNR, BCR, NCC, SR, SSIM) under the different attacks has been shown in the Tables below. For the assessment of parameters, the watermarked medical image is subjected to Gaussian noise attack with mean and variance of 0.01,0 and 0.001. Salt and Pepper noise attack is added with density of 0.002. Watermarked image is smoothed with 3X3 median filter. Rotation is performed with 5 degree and 10 degree. Scaling and image adjustment attack is also applied on the watermarked image to perceive the chances of recovery of attacked image. The imperceptibility of the proposed scheme is evaluated by the assessment of PSNR under different attacks. The robustness of the proposed work is evaluated with the help of SR, SSIM. The correlation between the embedded and the extracted watermark is evaluated by the assessment of the BCR and NCC. All the results show that the proposed method is more robust, more imperceptible and more secure than the existing scheme. 
VI. CONCLUSION AND FUTURE WORK
We have presented a reliable watermarking scheme applied to medical images with good imperceptibility, high PSNR and enhanced security. Our scheme can be used for different medical image modalities. The experimental results indicate that the proposed scheme is feasible and given its relative simplicity, it can be applied to the medical images at the time of acquisition to serve in many medical applications concerned with privacy protection, safety and management. The result shows that our proposed technique is an improvement over the existing technique in terms of image quality, security and imperceptibility. In our work we have used images of 512 X 512 resolutions. In future the algorithm can be applied on the high resolution images with better quality. 
